
         NuSource Financial, Inc.  
Ɂ3ÏÌɯ 3,ɯ$ß×ÌÙÛÚɂ 

               ATM Network Security  



Security Overview: 
 

üTypical areas of conversation regarding network security 

ü network borne attacks 

üVirus scanning 

üFirewalls 

üIntrusion Detection and Prevention 

 

ü NCR APTRA Security  focuses on the first principles of the SST value 

proposition ï protecting system assets in a 7/24 unattended 

environment. 

üIntegrity of all data (account records) 

üPrivacy of all business data (consumer records) 

üPhysical valuable media (cash) 

üAvailability must not be compromised by any software intended 

to disrupt the SST. 

 

ü APTRA Security  when installed on a SST creates a ñTrusted 

Environmentò  

üCorrectly configured BIOS, OS, and Firmware 

üAccess is controlled by ñpassesò (name and password) 

 

üThe job of the ñtrusted environmentò is to allow the SST to function, 

allow access only through passes, and to withstand attacks on itself. 
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üAPTRA Security uses a dual-mode operation called SST Mode and PC 

Mode. 

üSST Mode provides services to cardholders 

üPC Mode provides access to the Windows Desktop 

 

ü APTRA Security maps each  mode to appropriate Windows User 

Groups.    

üAPTRA Security installation manipulates built-in user accounts 

and creates two new user groups. 

üPC Mode is then mapped to one or more user groups so that 

securable objects can then be attached. 

 

üThe automatic logon feature of Windowsô Winlogon subsystem is 

used to ensure that SST returns to either manual logon or SST-mode 

after a power-down or reset. 

 

üNCR uses 3 Security (XP) specifications for creating NCRôs factory 

settings for  an SST. 

 

üWindows XP Professional default setting 

üMicrosoft high-security workstation setting (MS Secure W/S) 

üNSA Guidelines 
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üNCR Settings 

üAccount Lockout Duration = 1440 

üAccount  Lockout Threshold = 3 

üReset Account Lockout Counter After = 1440 

 

ü RCMD (remote control) MSTSC (MS Terminal Services Client), telenet, 

net meeting 

ü NCR APTRA Edge does not utilize these functions 

 

ü The SST as installed does not belong to an AD Domain 

 

üNo physical users are defined on a SST 

 

ü No special services are used other than SNMP if setup. 
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Recommendations: 
 

üAdhere to internal network security policyôs 

 

ü Separate LAN Segments 
 

ü VLANôs 

ü Separate Ethernet Ports 

ü Switched Ports on hubs can also be used 
 

ü Secure the Windows XP Pro Desktop.   

 

ü NCR uses the NSA Guidelines for securing the SST 

ü SST is installed in a ñlocked downò mode  

ü All unused Ports are closed down 
 

ü Virus Protection Software 

 

ü NCR does not advocate a specific anti-virus solution 

ü SSTôôs do not use a typical user interface 

ü Must be able to run on itôs own with no user intervention 

ü No Pop-ups 

ü The SST does not run the MAPI mail client 

ü The SST does not use Internet Explorer to browse 

ü The SST is not a server 

ü The SST should be connected to secure servers 
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